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Escape method of malicious traffic based on backdoor attack
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Abstract: Launching backdoor attacks against deep learning (DL)-based network traffic classifiers, and a method of ma-
licious traffic escape was proposed based on the backdoor attack. Backdoors were embedded in classifiers by mixing poi-
soned training samples with clean samples during the training process. These backdoor classifiers then identified the ma-
licious traffic with an attacker-specific backdoor trigger as benign, allowing the malicious traffic to escape. Additionally,
backdoor classifiers behaved normally on clean samples, ensuring the backdoor's concealment. Different backdoor trig-
gers were adopted to generate various backdoor models, the effects of different malicious traffic on different backdoor
models were compared, and the influence of different backdoors on the model's performance was analyzed. The effective-
ness of the proposed method was verified through experiments, providing a new approach for escaping malicious traffic
from classifiers.
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AR, XARE S LM% ER D SHEN, §
BRI E A K. (HMS— A, LeNet
RS T 5 10 R R G L ek i T L
Tl
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Blended 2.12% 0.10% 1.94% 1.14%
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